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Tritech SysEng (S) Pte Ltd

PRIVACY NOTICE FOR JOB APPLICANTS

We at Tritech SysEng (S) Pte Ltd respect the privacy and confidentiality of our job applicants’
personal data. We are committed to implementing policies, practices and processes to safeguard
the collection, use and disclosure of the personal data you provide us, in compliance with the
Singapore Personal Data Protection Act (PDPA) 2012.

This Data Protection Notice (“Notice”) sets out the basis upon which Tritech SysEng (S) Pte Ltd
(“we”, “us” or “our”) may collect, use, disclose or otherwise process personal data of job
applicants in accordance with the Personal Data Protection Act (“PDPA”). This Notice applies to
personal data in our possession or under our control, including personal data in the possession
of Company which we have engaged to collect, use, disclose or process personal data for our
purposes.

A. APPLICATION OF THIS NOTICE

1. This Notice applies to all persons who have applied for any such position with us (“job
applicants”).

B. PERSONAL DATA

1. As used in this Notice, “personal data” means data, whether true or not, about an
employee or a job applicant who can be identified: (a) from that data; or (b) from that data
and other information to which we have or are likely to have access.

2. Depending on the nature of your interaction with us, personal data that we may collect
includes, without limitation, your:
(a) Full name
(b) Email
(c) Mobile number
(d) Nationality & race & Singapore PR
(e) Educational qualification
(f) Professional qualification
(g) Skill
(h) Employment history
(i) Character referees (Business Contact Information)
(j) Health record
(k) Criminal record
(I) Dismissal or suspension
(m) Financial embarrassment

3. Other terms used in this Notice shall have the meanings given to them in the PDPA
(where the context so permits).

C. COLLECTION, USE AND DISCLOSURE OF PERSONAL DATA

1. We generally collect personal data that:
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Tritech SysEng (S) Pte Ltd

(a) You knowingly and voluntarily provide in the course of or in connection with your
employment or job application with us, or via a third party who has been duly
authorised by you to disclose your personal data to us (your “authorized
representative” which may include your job placement agent), after (i) you (or your
authorized representative) have been notified of the purposes for which the data is
collected, and (ii) you (or your authorized representative) have provided written
consent to the collection and use of your personal data for those purposes; or

(b) Collection, use and disclosure of personal data without consent is permitted or
required by the PDPA or other written laws. We shall seek your consent before
collecting any additional personal data and before using your personal data for a
purpose which has not been notified to you (except when permitted or authorised
by law).

Your personal data we collect from you may be used for one or multiple of the following
purposes (“Purposes”) :

(a) To facilitate the recruitment and selection process.

(b) To assess and evaluate the suitability of job applicants for employment in any
current or prospective position within the organization.

(c) To evaluate the qualification and experience.

(d) For contact and communication purposes.

(e) To investigate the accuracy background or identity of job applicants and reference

verification.
f Requirement of the Employment Act.
(9) In areas within our office premises where surveillance cameras are installed, they

serve the purpose of detecting and preventing criminal activities, as well as
enhancing security measures and conducting investigations.

The Company may also request you to provide information about other individuals, such
as referees' information. You hereby represent and warrant that where you provide the
personal data of referees to the Company you have their consent to provide their
personal data to us and that you are validly acting on their behalf and have obtained their
consent to disclose their personal data to us to check for relevant and accuracy.

D. FAILURE TO PROVIDE PERSONAL DATA

1.

If you fail to supply certain personal data to us (or if we are not permitted by you to
process your personal data), or give consent, it may result in us being unable to process,
administer and/or manage your relationship with us. Depending on the extent by which
you do not permit us to process your personal data or the extent of personal data which
you do not provide to us, it may mean that we will not be able to continue the relationship
with you, as we will be unable to administer the relationship.

E. DISCLOSURE OF PERSONAL DATA TO THIRD PARTIES

1.

We may need to disclose your personal data to third parties, whether located within or
outside of Singapore, for one or more stated purposes above. These third parties may
include, but are not limited to our third parties service providers and affiliates who process
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your personal data on our behalf for business purposes. We shall seek your consent
before the disclosure or transfer of your personal data to service provider.

We shall take appropriate step to ensure that personal data transfer or disclosure of your
personal data to third parties onshore or offshore continues to maintain standard
protection that is at least equivalent to PDPA.

Unless permitted by law, we will not disclose or transfer your personal data to any third
parties without first obtaining your consent or unless any such disclosure or transfer is
permitted or pursuant to consent exceptions under PDPA.

F. WITHDRAWING CONSENT

1.

The consent you provide for the collection, use and disclosure of your personal data will
remain valid until you withdraw it in writing. You may withdraw consent and request us to
stop collecting, using and/or disclosing your personal data for any or all the purposes
listed above by submitting your request in writing or via email to our Data Protection
Officer at the contact details provided below.

Upon receipt of your written request to withdraw your consent, we may require
reasonable time (depending on the complexity of the request and its impact on our
relationship with you) for your request to be processed and for us to notify you of the
consequences of us acceding to the same, including any legal consequences which may
affect your rights and liabilities to us. In general, we shall seek to process your request
within thirty (30) days of receiving it.

G. ACCESS TO OR CORRECTION OF PERSONAL DATA

1.

You may write to us to find out how we have been using or disclosing your personal data
over the past one year. Before we accede to your request, we may need to verify your
identity by sighting your NRIC or other legal identification document. We will respond to
your request as soon as possible, or within 30 days from the date we receive your request.
If we are unable to do so within 30 days, we will let you know and give you an estimate of
how much time we require. We may also charge you a reasonable fee for the cost
involved in processing your access request.

If you find that the personal data that we hold about you is inaccurate, incomplete or not
up to date you may ask us to correct the data, where we are satisfied on reasonable
grounds that a correction should be made, and we will correct the data as soon as
possible, or within 30 days from the date we receive your request.

If we are unable to provide you any personal data or to make a correction requested by
you, we shall generally inform you of the reasons why we are unable to do so, except
when we are not required to do so pursuant to exceptions in the PDPA.

Depending on the request that is being made, we will only need to provide you with
access to the personal data contained in the documents requested, and nor to the entire
documents themselves. In those cases, it may be appropriate for us to simply provide you
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with confirmation of the personal data that our Company has no record, if the record of
your personal data forms a negligible part of the document.

H. PROTECTION OF PERSONAL DATA

1.

We have implemented appropriate information security and technical measures
(such as data encryption, firewalls and secure network protocols) to protect the
personal data we hold bout you against loss; misuse; destruction; unauthorized
alteration/modification, access, disclosure; or similar risks. These are governed by
our internal data protection and information security policy.

We have also put in place reasonable and appropriate organizational measures to
maintain the confidentiality and integrity and availability of your personal data, and will
only share your data with authorized persons on a ‘need to know’ or ‘need to use’ basis.

When we engage third-party data processors personal data on our behalf, we will ensure
that they provide sufficient guarantees to us to have implemented the necessary
organizational and technical security measures, and have taken reasonable steps to
comply with these measures.

ACCURACY OF PERSONAL DATA

We generally rely on personal data provided by you (or your authorised representative).
In order to ensure that your personal data is up-to-date, complete and accurate, please
update us if there are changes to your personal data by informing our Data Protection
Officer in writing or via email at the contact details provided below.

We will take reasonable steps to ensure that the personal data we collect about you is
accurate, complete and not misleading and kept up to date.

Periodically, we may conduct a data verification exercise to update us on any changes to
the personal data we hold about you. If we have an ongoing relationship with you, it is
important that you update us of any changes to your personal data (such as a change in
your home address, emergency contacts, mobile number, bank account and professional
qualifications etc.).

J. RETENTION OF PERSONAL DATA

1.

We may retain your personal data for as long as it is necessary to fulfil the purposes for
which they were collected, or as required or permitted by applicable laws.

We will cease to retain your personal data or remove the means by which the data can be
associated with you, as soon as it is reasonable to assume that such retention no longer
serves the purposes for which the personal data were collected and are no longer
necessary for legal or business purposes in a secure manner. This applies to both paper
documents and electronic data stored in databases.
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K. TRANSFERS OF PERSONAL DATA

1.

When it is necessary to transfer your personal data to another country outside Singapore
(offshore), we will ensure that the standard of data protection in the recipient country is
comparable to Singapore’s PDPA. If the standards are not comparable, we will enter into
a contractual agreement with the receiving party to provide similar levels of data
protection as those in Singapore. Additionally, we will obtain your prior consent before
making the transfer.

L. DATA PROTECTION OFFICER

1.

You may contact our Data Protection Officer at dpo@syseng.com.sg. If you have any
enquiries or feedback regarding this Notice or any complaint you have relating to how we
manage your personal data.

Any queries or complaints should include, at the minimum, the following details
e Your full name and contact information
e A brief description of your query or complaint

M. EFFECT OF NOTICE AND CHANGES TO NOTICE

1. This Notice applies in conjunction with any other policies, notices, contractual clauses and
consent clauses that apply in relation to the collection, use and disclosure of your
personal data by us.

2. We may revise this Notice from time to time without any prior notice. You may determine
if any such revision has taken place by referring to the date on which this Notice was last
updated. Your participation in our recruitment process constitute your acknowledgement
and acceptance of such changes.

Effective date : 12 April 2024

Last updated : 12 April 2024
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